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Vision

Cyber security in the State of Ohio will be well coordinated among the government, public, and private sectors to ensure that critical systems are prepared for and resilient to attacks and unauthorized access.

Cyber Security in Ohio 

Cyber security is the means by which cyber systems and data are protected against attacks and other hazards. Cyber-attacks have the capacity to have far-ranging and cascading effects within the state and nationally. The complexity, risk management, degree of potential harm and adverse economic impact require coordination and collaboration across Ohio.  

The Ohio Homeland Security Advisory Council (HSAC) recognized the importance of cyber security and created a working group to develop a strategy to prevent, protect against, respond to and recover from cyber incidents. The working group is chaired by the Ohio Department of Administrative Services’ Office of Information Technology (OIT) and facilitated by the Ohio Department of Public Safety’s Division of Ohio Homeland Security (OHS). Membership includes the Ohio Emergency Management Agency, the Ohio Department of Rehabilitation and Corrections, the Public Utilities Commission of Ohio, the University of Cincinnati, the Air Force Institute of Technology, the Hamilton County Emergency Management Agency, Northwest Ohio Regional Information System, the Federal Bureau of Investigation (FBI), the Cuyahoga Regional Information System and the Ohio State Highway Patrol.

In the coming years Ohio will have to assess the following areas pertaining to cyber security in order to ensure that we are developing the appropriate capabilities:

· Plans, policies and procedures

· Equipment gaps and standards
· Training, exercise and evaluation

· Education and awareness

· Legislation

· Threat reporting, analysis and mitigation

· Statewide cyber partnerships

Effectively addressing cyber security in Ohio will require building capabilities to detect threats, report and share threat information, counter threats where possible, analyze and disrupt cyber incidents, and mitigate the damage that results from those incidents.

Ohio’s Twelve-Month Cyber Security Action Plan

Ohio is taking a proactive stance on cyber security and building a foundation for the future. In the coming year the cyber security working group recommends that the following steps be taken, within the timeframes indicated, to begin forming this foundation:

Initiative 1:   Share cyber security threat information across the homeland security enterprise

Actions:




A.
The Strategic Analysis and Information Center (SAIC) will develop effective 


cyber intelligence processes to include: 

1. Assess appropriate training and technology gaps (May 2012)

2. Ensure that the SAIC has the capability to rapidly and effectively analyze cyber information (August 2012)


B.
 
Develop an electronic Ohio Information Sharing and Analysis Center (ISAC) for 
cyber security 





1.
Deploy to state agencies (December 2011)





2.
Deploy to state colleges and universities (March 2012)





3.
Deploy to local government (September 2012)





4.
Deploy to trusted private sector partners (December 2012)


C.
Capitalize on partnerships between fusion centers, the FBI, OIT, U.S. Department of Homeland Security, the Multi-State and Ohio ISACs, and other appropriate stakeholders to share cyber threat information.





1.
Hold meetings with partners to ensure that roles/responsibilities are clear 


and the information sharing process is well established (March 2012)





2.
Participate on the Cyber-Threat Intelligence Coordinating Group (October 


2011)


D.
Define critical cyber threats to Ohio




1.
Work with partners to identify the top cyber security threats to critical 


systems in Ohio (May 2012)




2.
Develop a continuum of threats to show those with the least potential 


impact to those with the most (May 2012)


E.
Work with law enforcement to ensure that cyber-crimes are being reported to the state and local fusion centers and terrorism early warning groups.




1.
Meet with local law enforcement officials to determine the most effective 

way to ensure that cyber crimes are being reported so that this 



information can be accessed through established reporting mechanisms 

such as the Regional Intelligence Coordinators (RICs) and the Ohio Local 

Law Enforcement Gateway (OHLEG). (May 2012)




2.
Identify priority information needs related to cyber-crimes (January 2012)

Initiative 2:
Create a cyber security culture in state and local government.

Actions:



A.  Analyze the current security posture of state government.




1.
Take advantage of the US Department of Homeland Security’s free assessment of industrial control systems (beginning November 2011)


2.
Review and compile statewide cyber security legislation (June 2012) 




3.  Identify common ground among agencies via reporting metrics.  Define the prevalent areas where agencies are struggling and provide them with examples of best practices and lessons learned from other agencies.  (June 2012)




4.
Determine the common tools that are being used which provide opportunities for consolidated purchases of maintenance agreements, extension of solutions to other agencies, etc. Offer these opportunities to local government agencies through the State Term Schedule program. (June 2012)


5.  Develop a roadmap to reach Consensus Audit Guidelines (CAG) compliance and use repetitive reporting each fiscal year to gauge progress. (June 2012)


B.  Provide security training and awareness to state Information Technology 


employees


1.  Provide SANS “Hacker Detection” for Systems Administrators (October 2011)


2.  SANS “Securing the Human” training to be made available to all agencies (October 2011)


3.  Begin distribution of a cyber security newsletter (November 2011)


C.
State Agencies will develop cyber security plans



1.
OIT will develop and distribute template and guidance documents - 



these documents will also be distributed to local government as 



guidance (December 2011)



2.
Initial plans submitted by state agencies (March 2012)

D.
National US Department of Homeland Security Cyber Security Review


1.  Key state agencies will participate. (October 2011)


2.  Major urban areas, including Urban Area Security Initiative (UASI) government representatives, will be encouraged to participate through local Chief Information Officer (CIO) groups. (October 2011)


3.  Develop an agreement with the U.S. Department of Homeland Security and the UASIs to allow UASI and state agency information to be shared with the OIT Office of Information Security & Privacy and OHS. (October 2011)


E.  Fully participate in Cyber Security Awareness Month



1.
Hold a cyber security education day (October 2011)



2.
Establish regular cyber awareness activities for October (October 



2012)


F.
Raise situational awareness within state government by implementing SIEM to 

collect event information from OIT and partner agencies (January 2012)


G.
Work with US DHS to observe the 2012 national-level cyber security exercise(s)

(October 2012)

Initiative 3:
Partner with the public and private sectors to support their cyber security efforts

Actions:



A.
Convene a workshop with private sector and academic partners in order to 


determine their cyber security needs and identify how government and private 

sector entities can collaborate on cyber security
1.
Determine workshop agenda and stakeholders to be invited (January
2012)

2.
Conduct the workshop (March 2012)

3.
Perform a survey of private sector partners (April 2012)



B.
Ohio Homeland Security and the Public Utilities Commission of Ohio will 


collaborate to assess critical cyber vulnerabilities in the energy sector as a first 

step toward assessing all 18 critical sectors.





1.
Collaborate with public and private partners to determine critical cyber 




vulnerabilities in the energy sector (October 2012)





2.
Develop information sharing contacts for all 18 sectors and to assist with 



future assessments (March 2012)





3.
Take advantage of US DHS free assessments of industrial control 




systems (September 2012)

Initiative 4: Identify cyber resources (human and equipment) to leverage for creating cyber incident response teams. 
Actions:


A.
Work with stakeholders, including InfraGard, to develop a compendium of cyber 

resources for public and private sectors




1.
Compile a centralized resource document that identifies the roles and 




responsibilities of government agencies with respect to cyber security 




prevention protection, response and recovery. (June 2012)



2.
Post the compendium to appropriate websites (June 2012)


B.
Create teams to respond to state agency cyber incidents (January 2012)

C.
Identify resources that are available to respond to local government and critical private sector cyber incidents. (September 2012)
Initiative 5:  Raise cyber security awareness across Ohio.

Actions:



A.
Leverage the U.S. Department of Homeland Security’s “Stop-Think-Connect” 
awareness campaign.





1.
Place links to the campaign information on state web pages for high 



visibility. (October 2011)





2.
Communicate campaign information via newspaper, websites, and 




other appropriate methods. (October 2011)


B.
Conduct periodic cyber awareness “forums”, which have been successful in 


other states.




1.
Identify stakeholders (January 2011)




2.
Develop forum content and begin holding forums (April 2012)


C.
Partner with civic organizations to raise awareness.




1.
Identify appropriate organizations (November 2011)




2.
Meet with organizations and provide them with awareness materials 


(beginning January 2012)


D.
Work with Ohio Department of Education and Ohio Board of Regents to develop 

school awareness programs. 





1.
Partner with the National Initiative for Cybersecurity Education (NICE) 



to leverage existing programmatic content and relationships (February 



2012)

Moving Forward

As the HSAC Cyber Security Working Group coordinates the implementation of the above action plan, it will simultaneously be looking beyond the next 12 months. This is necessary in order to develop additional actions for the above-listed initiatives and create new initiatives as needed. Achieving a strong statewide cyber security environment will always be a moving target because technologies and adversaries are constantly evolving. Therefore Ohio must continually evaluate capabilities and strategies to ensure that all levels of government and the public and private sectors are working together to strengthen the security of our critical cyber systems. Conducting regular exercises to assess Ohio’s capabilities will be critical to future progress after the initial 12-month cyber security action plan is completed. 
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